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1 public class MyException extends RuntimeException
2 private int code=200

3 private String msg

4 public MyException(String msg
5 super(msg

6 this.msg = msg
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2. BY—EEAIESE

Springboot YMEREFE(KEE @ExceptionHandler jF#%

1 @RestControllerAdvice

2 public class ExceptionAdvice

3 @ResponseBody

4 @ResponseStatus (HttpStatus.OK

5 @ExceptionHandler(Exception.class

6 public JsonResult exceptionHandler(Exception e
7 e.printStackTrace

8 return JsonResult.fail(e.getMessage
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1 <dependency
2 groupId>org.springframework.boot</groupld
3 artifactId>spring-boot-starter-security</artifactId

4 dependency
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@Component

public class SpringSecurityFilter extends OncePerRequestFilter {

protected void doFilterInternal(HttpServletRequest request, HttpServletResponse

response, FilterChain filterChain) throws ServletException, IOException {
HttpSession session = request.getSession(true);
Object user = session.getAttribute("User");
/IR EESHPEE AR EEx HES Security MRERR
if (Objects.nonNull( user )) {
/I RAFAE
UsernamePasswordAuthenticationToken userToken =
new UsernamePasswordAuthenticationToken( "username", null,
SecurityContextHolder.getContext().setAuthentication( userToken );
} else {
/IR redis AAZ] HPAERE MDY E3d] i§aSecurity B3
SecurityContextHolder.clearContext();
}
/ /A PE AR T

filterChain.doFilter( request, response );
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@Configuration
@EnableWebSecurity
public class SecurityConfig {
@Autowired
SpringSecurityFilter springSecurityFilter;
@Bean
public SecurityFilterChain t(HttpSecurity http) throws Exception {
HttpSecurity and = http
/ /B B Bt
.csrf()
/ /5t B
.disable()
//f.E session

.sessionManagement()



15 //RMlsession

16 .sessionCreationPolicy(SessionCreationPolicy.NEVER)

17 // 45K sessionfit &

18 .and()

19 / /BC B AR

20 .authorizeRequests()

21 //IEIEURL VCRCALIRERAE,  BCEAUR

9 //URL ULHLT  /user/login XAMER, NI4T

23 .mvcMatchers("/user/login", "/user/logout").permitAll()

24 /1 HARGE R A ER S A RV I

25 .anyRequest().authenticated()

26 L

27 .and();

28 / 1 BUR

29 and.exceptionHandling().authenticationEntryPoint(new
RestAuthenticationEntryPoint())

30 [/AERRATE € LIRSS Security IHUEASEERKN UM,  CRIEFRATHEIESIL AT

31 and.addFilterBefore( springSecurityFilter,
UsernamePasswordAuthenticationFilter.class);

32 / /IR R

33 return and.build();

34 )

35 }
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a. AuthenticationEntryPoint

b. AccessDeniedHandler

public class RestAuthenticationEntryPoint implements AuthenticationEntryPoint {
@Override

public void commence(HttpServletRequest request, HttpServletResponse response,
AuthenticationException authException) throws IOException, ServletException {

response.setHeader("Access-Control-Allow-Origin", "*");
response.setHeader("Cache-Control", "no-cache");
response.setCharacterEncoding("UTF-8");

response.setContentType("application/json");

response.getWriter().println(JSONUtil.parse(CommonResult.unauthorized(authException.get
Message())));

response.getWriter().flush();



11 }

1 public class RestfulAccessDeniedHandler implements AccessDeniedHandler{

2 @Override

3 public void handle(HttpServletRequest request,

4 HttpServletResponse response,

5 AccessDeniedException e) throws IOException, ServletException {
6 response.setHeader("Access-Control-Allow-Origin", "*");

7 response.setHeader("Cache-Control"”,"no-cache");

8 response.setCharacterEncoding("UTF-8");

9 response.setContentType("application/json");

10

response.getWriter().println(JSONUtil.parse(CommonResult.forbidden(e.getMessage())));

11 response.getWriter().flush();
12 }
13 }
14
RIS F /%

1 @PreAuthorize("hasAuthority('fR")")

[E Rz RRIE

1 @EnableGlobalMethodSecurity(prePostEnabled = true,securedEnabled = true )



